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NTN) mIN?D [Inkn RN nnwaw (Certificate) N0 NTIVN 'TRN [INRN
.ONINN 'D13N NNANN NN 17X MNIY [INRNT,N1I2NX NNO9N N7712 NTIVNn

N'WYI NnMNN NINTNN2MN nlnnn (JWT) 20007 0inn 201 WX IR — JWT Assertion n!
JININD 7V 101N NNANN NIVXAN]
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JWT 0 NIYXNANI N2WNA7 ARP2 AT

HTTP GET [PCM FHIR BASE]/.well-known/smart-

configuration

RBesponse:

}

authorization endpoint" :"[PCM AUTHORIZATION

BASE] /authorize, "
token endpoint" :"[PCM AUTHORIZATION
BASE] /token, "

POST" zuthoriz ation_ endpoint"
Content-Type: application/x-www-form-urlencoded

Authentication

grant_type=client_credentials . _ _ IWT Claims
client_assertion_type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer& —
client_assertion=eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9K..... & registrtion (note that s is the same 5 the value fo
scope=consent.read consent.write thir.read — EEEE | The Clent's Glort K. o8 Getermined Guring recietretion with the
FMIR authorization server (note that this '. the same as the valye
aud tegured ™ JRL [
axy regured { ration time integer for this authentication JWT, expressed in
seconds since the “Epoch”™ (1970-01-01T7T00:00:00Z UTC). This time
SHALL be r more than five minutes in the future
it regured A nonce strnng value that uniquely iIdentifies this authentication

Issuer of the W1 the ent’s ot id, as determined during
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Bearer token vy PCM n 2 nann? it

" access_token": "eyJraWQIiOilxMjMONTYiLCJhbGciOiJSUzI1NiJ9,"...
token_type": "Bearer,"
expires_in": 30,

" scope": "consent.read consent.write fhir.read"
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/oauth/token NP Access Token "X A\

NPain Access Token *a2 "X OAuth 2.0 myxnxa JWT Client Assertion. 112NN
mMyxnxa AT mTLS Nmwn JWT Nwpan 71 onn

Parameters Can
NO parameters
Request body application/x-www-form-urlencoded v
grant_type * NN client_credentials
v chent_credentials
client_assertion_type * MYXNNI MO 12an JWT Bearer
string Assertion
urniet params:cauth clien-assertion-typ«
client_assertion * JWT 5510 a0 ' Yy e oinn
string claims: iss, sub, aud, iat, exp, jti
ayJhbGeiOUSUZITNIISInR5cCIGIp XV CX
scope (2 XIN) PN MXYIN DINN
string

fhirread

Send empty value
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Responses

Code Description Links

200 NNYXNA Pann 1P No links
Media type

application/json v

Controls Accept header

Example Value Schema

{
"access_token": "eyJhbGciOiJSUzIINL1ISInRScCI6

IkpXvCJ9...",

"token_type": "Bearer",
"expires_in": -
"scope": "fhir.read"

}
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/oauth/introspect Hn mrw 1N S¥ 1w mn'x PCM

2 TINA YT Mpn-PCM MY 1nun 5229w 120 Nk "n.

Parameters Cancel
Name Description
Authorization * Bearer token yTnNN Mpn dv
string Bearer eyJhbGciOi...
(header)
Request body application/x-www-form-urliencoded v
token * Access Token mMYwn 1N Y yTnNn Mpnd 10N
String <DATA_SOURCE_ACCESS_TOKEN>
FHIR" IL & v Compie = nran > |
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FHIR" IL &&

Responses

Code

200

Description

TN 10N NIN'N NIRXN

Mocta ype

application/json v

Example Value Schema

"active": true,

"patient”: "http://fhir.health.gov.il/identif
ier/il-national -id | 000000018" ,

"aud": "https://fhir.maccabidu.co.i1/R4",

"iss": "https://pcm.fhir.health.gov.il/",

"token_type": "bearer”,

"scope": "patient/Encounter.rs?_securityshtt
p://fhir. health.gov.il/cs/hdp-information-bucke
tslEncounterinformation&date~gel024-01-01",

"client_1d": "http://pcm.fhir.health.gov.il/0
rganization/633",

"expires_in": -

< AR -

"exp": -

"Jti": "550e8400-e29b-41d4-a716-44665544000
e,

"intent": "http://pcm.fhir.health.gov.il/heal
thcareservice/269321"

}

Links

No links
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