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https://simplifier.net/pcm-il/pcmconsentsubmit
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https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/Consent/operation/updateConsent
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REQUEST BODY SCHEMA

\CUULS DUU

application/fhir+json

required
— resourceType string
sediired Value: "Consent"
— id string
Optional FHIR create metadata; ignored by PCM.
— meta > object (PCMInteractionMeta)
FHIR interaction metadata accepted in client requests. Clients may declare the applicable
request profile, but PCM validates the interaction shape independently. versionld and
lastUpdated, along with all other unsupported Meta business/security content, are prohibited.
— status string
Tedqiined Value: "proposed"
[ Beope 2 object (PCMConsentScope)
required

— category >

: Array of objects (PCMConsentinformationAccessCategory) =1 items
required

— patient >
required

object (PCMLogicalPatientReference)

— policy >

; Array of objects (PCMConsentPolicy) =1 items
required

—1 eXtehsion Array of PCMConsentServiceExtension (object) or objects non-empty

required H V¥ \
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— grant_type string

requized Value: "client credentials" <' tOken/ nNI-]l_' HJJYJL} DNIn nNI-]l_’n n]:.n hd

H client_assertion_type string (ClientAssertionType)

s ' . . ' '
EEARIEe Value: "urn:ietf:params:ocauth:client-assertion-type:jwt-bearer'

- client_assertion string <application/jwt>
e Fresh private_key_jwt assertion containing the profiled extensions.h17-b2b object described
by DataSourceAccessAssertionClaims . PCM-management context is not used.

— scope string " (?!system/\*\.crus$)(?!system/Patient\.s\?identifier=).+ Hide pattern
TRLLes Requested service-derived SMART v2 Data Source-access scope.

L4 resource string <uri>
EeiEe Exact address of the selected Data Source's currently referenced active participant Endpoint. A
suspended/off Endpoint or a replaced address is an invalid target.

MANIIOYT 71217
https://mohgovil.github.io/Swagger/docs/api-docs.htmlt#tag/OAuth2/operation/issueAccessToken
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https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/OAuth2/operation/issueAccessToken
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https://mohgovil.github.io/Swagger/docs/api-docs.html#ttag/Organization/operation/searchOrganizations - D"AIAAX NN'W 2INWUN

— _id string

H identifier string
FHIR identifier search parameter.

— active string

Search by activation status (token; truelfalse).

— type string
Search by Organization.type code.

— partof string

— _lastUpdated string
Standard FHIR instant search parameter on server-managed meta.lastUpdated .

— _include Array of strings (OrganizationincludeValues)

[tems Enum: "Organization:endpoint" "Organization:partof"

Include authorized Organization endpoints or parents using repeatable FHIR  include
parameters. include never widens access.

4 _include:iterate Array of strings (OrganizationincludeValues)
ltems Enum: "Organization:endpoint" "Organization:partof"
Recursively include authorized Organization endpoints or parents using repeatable FHIR
include:iterate parameters. Recursive inclusion never widens access. . . iwi  TIWN
- s e N
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GET [base]/Organization?active=true active
YT 7907 IX 1NX7 0221001 NDYNA.
D"'XI9N NITOM |2 7' TAN? "WoOKN
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GET [base]/organization?_include=organization:endpoint _include
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[base]/HealthcareService?_tag=http://fhir.health.gov.il/cs/pcm-tag|instance&_include=Healthcare _include:iterate 7y ' Vi !
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Service:organization&_include:iterate=Organization:endpoint
(N7yn1 N™Mw wp NN1) 0TIEZN 27w,

FHIR® I % 13 ¥ compie 2 maaa '

Software NN DN 0TNYg



[1AAX 'O [IDTY - DIAN PYNN

https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/Organization/operation/updateOrganization - [IAANX '019 N2y

— id

) string
required
REQUEST BODY SCHEMA:  application/fhir+json
required
Any of
PCMOrganizationParentUpdateRequest | PCMOrganizationServiceProviderUpdateRequest | PCMOrganizationDataSourceUpdateRequest
— resourceType string
LSneed Value: "Organization"
- Ad 2 string
required
— meta > object (PCMInteractionMeta)
FHIR interaction metadata accepted in client requests. Clients may declare the applicable
request profile, but PCM validates the interaction shape independently. versionld and
lastUpdated, along with all other unsupported Meta business/security content, are prohibited.
- name string non-empty
Tegpired Unchanged authoritative Service Provider name; this request does not rename it.
H extension > Array of objects (Extension)
Unknown ordinary non-modifier extensions only.
® byes 1 contact > Array of objects (PCMOrganizationRequestContact) ) i jop _ TN
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https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/HealthcareService
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— _id string D'NN'Yn DUWYJ/)I'?UP 2INUN NN Nlan

I identifier string
FHIR identifier search parameter.

H active string
Search by activation status (token; true|false).

H service-category string

FHIR R4 search by HealthcareService.category.

H service-type string
FHIR R4 search by HealthcareService.type.

— name string
Search by HealthcareService.name.

H organization string
FHIR R4 search by HealthcareService.providedBy (instance profile only).

— _tag string
FHIR token search on meta.tag. For HealthcareService use
http://pcm.fhir.health.gov.il/cs/pcm-meta-tag|catalog for catalog definitions and
http://pcm.fhir.health.gov.il/cs/pcm-meta-tag|instance for organization
registrations/instances.

— based-on string
Search HealthcareService instance registrations by the canonical catalog HealthcareService
referenced in the basedOn extension.

H pcm-business-status string

Search by the PCM-managed business-status extension for HealthcareService or Consent.

4 _lastUpdated string
Standard FHIR instant search parameter on server-managed meta.lastUpdated .
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GET [base]/HealthcareService?_id=ID
GET [base]/HealthcareService?identifier=http://pcm.fhir.health.gov.il/identifier/pcm-healthcareservice-catalog-id |SVC_ID _id/identifier 70V IX 217 NNTN '97 '9'¥90 NIN'Y WI9'N
GET [base]/HealthcareService?identifier=http://pcm.fhir.health.gov.il/identifier/pcm-healthcareservice-instance-id |INS_ID

GET [base]/HealthcareService?active=true active 7272 0'7'yO D'NIN'Y [12'0
GET [base]/HealthcareService?service-category=http://terminology.hl7.org/CodeSystem/service-category | hospital Service-category/ty NN'YN 210 IX NIV '97 |11'0
GET [base]/HealthcareService?type=http://snomed.info/sct| 700411009 pe 2un": Hospital
I7'K NIRT7 1D YT DNIPN DX Wnwn

GET [base]/HealthcareService?organization=org_id organization 12X 'Y D'YURIAN IR 0D'IYN D'NN'Y
19'¥90 NINM]

GET [base]/HealthcareService?name=service_name name T A T R I LA
nN'wn

71N - NANY N1aN W 2aopa

D'21¥'9 IX NI'INNNN-'NN ,NIXONA (Forks)

GET [base]/HealthcareService?_tag=instance&basedon=HealthcareService/cat-pre-surgery&active=true basedon e T

7'~ NP'T2 - NANY 120X WY :0Wna
APYn NIXY) NN'YWY 7192 1INW11 DIAKR

(nrmarnoni.
GET [base]/HealthcareService?_tag=catalog - 1 InAn catalog 11 instance
GET[base]/HealthcareService?_tag=instance ‘a8 I ' gl
GET [base]/Observation?_lastUpdated=gt2010-10-01 _lastUpdated [INNX [IDTY JIRN 'S 7V [107 "WONN
GET [base]/HealthcareService?_tag=instance&organization=0Organization/org_id&service-category=hospital&active=true na7un nnao
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— id string
required
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— resourceType string

required A =
£ Value: "HealthcareService

— id string
Optional FHIR create metadata; ignored by PCM.

— meta » object (PCMInteractionMeta)
FHIR interaction metadata accepted in client requests. Clients may declare the applicable
request profile, but PCM validates the interaction shape independently. versionld and
lastUpdated, along with all other unsupported Meta business/security content, are prohibited.

L4 extension »

i Array of PCMBasedOnHealthcareServiceExtension (object) or objects  non-empty
required

i 2 i fwi TN ©
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resourceType
required

id

meta >

name
required

category »>
required

type >
required

extraDetails
required

extension »
required

D''XIO D'NN'Y pYNnn

WUTN NN'Y? NIN'Y NN DIvA? Ak nan

string

Value: "HealthcareService"

string
Optional FHIR create metadata; ignored by PCM.

object (PCMInteractionMeta)

FHIR interaction metadata accepted in client requests. Clients may declare the applicable
request profile, but PCM validates the interaction shape independently. versionld and
lastUpdated, along with all other unsupported Meta business/security content, are prohibited.

string non-empty
Array of objects (CodeableConcept) non-empty
Array of objects (PCMHealthcareServicelnformationAccessType) =1 items

string non-empty

Array of PCMAccessModeExtension (object) or PCMAccessDurationExtension (object) or

PCMInformationBucketExtension (object) or PCMExampleQueryExtension (object) or

PCMAllowPatientBucketChangeExtension (object) or objects >=5 items o .
¥ conpie
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PARAMETERS
NAME NOTES
id REQUIRED HealthcareService id owned by the caller org

REQUEST BODY FIELDS

FIELD NOTES
resourceType REQUIRED "HealthcareService"

id REQUIRED pathid

extension[ext-service-business-status] REQUIRED  Target status: active, suspended or cancelled

name, category, type, extraDetails, active, .. 400 Prohibited — every service-definition field is managed by PCM
target cancelled 422 Valid per the spec but has no backing field yet — Use

'suspended' to withdraw this instance from active use.

------
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OAuth Redirect flow - "a'07R8VA'X INITO

AIN'N
OAuth2 |jPn 7y 00120 1'70NN .NN'WN NN T 7Y NIAY ANRIN YR RID VTN qIN'Y? (Consent) NND0N NWPA NNX [NTA TWKRYT 791007 "WOKXN 0T )'70N

.(Tokens) Nwn NIXWAN DY NN'WN NI NDWNAT7 DATNEIWR AT ,PCM-n punn? 7910nn 7w nnuaikn n19on 77101 (Authorization Code Flow)

alrhi hikylD

(Create Consent) 791007 nwpa nnpn :1 1%

(Redirect & Authentication) nInTrnI 791000 N'™M95nN 2 27w
(Consent Screen) nwpan N*NT/AIWK :3 2%

(Callback & Token Exchange) Nijmin n>yn%? Nn1tn :4 17w

ANI0Y 7217
https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/OAuth2/operation/authorizeSmartApplication
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OAuth Redirect flow - "a'07R8VA'X INITO

:227W 1IN
.PCM-2 nx¥pn NI X 791000 7w 197977 Redirect yvxan nn'wn [N ,nt2%wa
JDMINTD NINTTAN NOWN NIv¥nxa PCM Ndyvna NINTIN? wpan:' 7910nn

:GET nwupald D'UANTI D'AVUND

— response_type string

required \ \
2 Value: "code'

H client_id string
requized Opaque PCM-assigned OAuth client identifier for the Service Provider application.

H redirect_uri string <uri>
required Exact registered standalone SMART redirect URI.

— scope string non-empty ~(?!user/)(?!.* user/)(?!.*(?:\?|&)_filter(?:... Show pattern
required

Example: scope=patient/*.rs

Space-delimited SMART App Launch v2 patient-level resource-scope string. PCM accepts
standard patient/... SMART v2 syntax and does not support user/... app-launch
scopes. Query-constrained FHIR resource scopes may use search modifiers, chaining, and
reverse chaining, including the experimental syntax described by SMART; filter isnot
supported. URL-encode the complete parameter value so & characters inside a scope
constraint are not parsed as separate authorization-request parameters. The requested scopes
remain subject to client, user, service-definition, and PCM authorization policy.

H state string non-empty
regured Unpredictable client-generated value validated after redirect.

H code_challenge
required

string [43..128] characters

— code_challenge_method string

required Value: "S256"
Ly aud string <uri>
required Exact PCM FHIR REST API base.

° .
L g}éﬁ Value: "https://pcm2m.health.gov.il/r4" v Comple
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OAuth Redirect flow - "a'07R8VA'X INITO

14 27w NN

JN'wN NN 7w redirect_uri-? n1tn Redirect yxa' PCM-n 791000 N71V9 1NK7

:NYRAN DX WX 791000 - 'K wnn
.state-n NX DI (Authorization Code) VWX TIZ A'TAN NdWwNN - »

POST /token 71 Access Token -2 TIzn NX 9*7NN7 NIXA NTNA 7D NN'wA N @

:i710-2 TiE-n NO7NAY7 Nnart

curl =X POST 'https://pcm.fhir.health.gov.il/api/fhir-service/r4/token' \
-H 'Content-Type: application/x-www—-form-urlencoded' \
—-—data-urlencode 'grant_type=authorization_code' \
——data-urlencode 'code=3f9alc7e-5b2d-4a80-9ell-c6f0@a2d4b8e5"' \
——data-urlencode 'redirect_uri=https://app.hospital-a.example.org/pcm/oauth2/callback' \

——data-urlencode 'code_verifier=dBjftJeZ4CVP-mB92K27uhbUJUlplr_wWlgFWFOEjXk' \

——data-urlencode 'client_id=12345"' \

—-—-data-urlencode 'resource=https://pcm.fhir.health.gov.il/api/fhir-service/r4"' \

——data-urlencode 'client_assertion_type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer' \
——data-urlencode 'client_assertion=eyJhbGci0iJFUzIINiI...<signed JWT>'

NINN AX'AY IX DYPAD DX ANT 791000 -2 w'nan
.error=access_denied 7un? ,Callback -n 7w query string -2 NNAY NYTIN V'TNN DN ©

(."NYPA? 7012 YN Q'Y 90N 72wn?) 17w NDIYNA 791007 NNIRNN AYTIN ANDTZLIT ARAY DINT? NN Ny e
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